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ABSTRACT

The emergence of communication networks has resulted in a system of content-based
networks. A novel network design called information-centric networking (ICN) pro-
motes the efficient transfer of content objects, especially through named-data net-
working (NDN), as one of the most promising candidates. While migration from
Internet Protocol (IP) to NDN is inevitable, it is prohibitively expensive to replace
all routers instantancously with NDN routers. As a result, we propose the dual-
channel TP-to-NDN translation gateway to address this problem. The gateway pro-
motes the semantics of the IP protocol to be equal to those of NDN at the network
layer. The proposed gateway uses two unique IP addresses as channels to distinguish
an IP packet as either an interest or data packet without checking the payload of
packets. The proposed gateway uses a name-binding mechanism to seamlessly trans-
mit packets between IP and NDN hosts. Using static and dynamic binding schemes,
the performance of the dual-channel gateway, especially throughput, is examined.
The estimation throughput model is analyzed and evaluated by comparing it with
the emulation testbed. The relationship between the hit ratio, processing delay, and
throughput is also highlighted. Through numerical evaluation, we show that the
throughput estimation model successfully predicts the gateway throughput with an
accuracy of about 90% and 85% in static and dynamic prefix-name binding schemes,
respectively. Furthermore, a phenomenon called delayed caching that creates a hit
ratio decline in the gateway is investigated and analyzed. The suppressing method
to prevent the hit ratio decline is also presented.
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Chapter 1

Introduction

1.1 Background

The discovery of Internet Protocol (TCP/IP) has changed the way of communi-
cation in the world since its invention in 1974 that initially developed by the Depart-
ment of Defence (DoD) United States of America (USA). TCP/IP uses a host-centric
mechanism for sending and receiving a packet. In the IP packet header, source and
destination addresses are stated to establish a connection between the client and the
server. This kind of communication scheme is called host-based communication be-
cause it utilizes a host address to propagate a packet from one host to another host,
as depicted in Figure 1-1. TCP/IP routers forward packets based on the destination
IP addresses. They indicate the receiving hosts so that the packets can reach the
designated hosts. Currently, TCP/IP is still dominant in wired and wireless commu-
nication systems, and connects billions of computers worldwide. Due to an exhaustion

of addressing system, evolution from IP version 4 to IP version 6 is required.

User 1 Source address Destination address  Data packet User 2
e Host user 1 Payload a
F
l_ | -
- -w

Source atldress Destination address  Data packet

[Fostuser2 [ Host user 1 | Payioad |

Figure 1-1: Host-based communication system
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Figure 1-2: Named-based communication system

Information-centric networking (ICN) that introduced by Jacobson in [37] revo-
lutionize the paradigm of data exchange in the network by naming the data objects
on a network layer. ICN amends the drawbacks of TCP/IP. It enables routers to
cache packets for better performance regarding user experience latency. Two distinct
packets are required for an ICN data transaction: interest and data packets. To re-
trieve content from its producer which provides the content, consumer initially sends
an interest packet consisting of a content name which is called as prefix name in this
document, and the producer responds with a data packet binded with that prefix
name as illustrated in Figure 1-2. Moreover, ICN packets are routed based on their
prefix name that are stated in interests or data packets. The ICN communication
mechanism generally works in a pull-driven manner, in contrast with IP, which may
work in a push-based manner.

As ICN technology emerge, named-data networking (NDN) attracts the attention
of major communication network vendors. NDN routers have three generic compo-
nents to forward and process the interest and data packet namely, Pending Interest
Table (PIT), Forwarding Information Based (FIB), and Content Store (CS) as seen
in Figure 1-3. PIT is used to register prefix names of interest packet and their corre-
sponding incoming interface if the desired content is not found in the CS. FIB is used
to route the missed interest packets to other routes trough the interface listed in the
table. And finally, CS is used to cache requested data content for future requests.

The implementation of NDN technology will be deployed eventually in the worldwide
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Figure 1-3: Packet mechanism in ICN/NDN router

communication networks. However, co-existence of IP and NDN will be unavoidable
throughout the transition period. Lesson learned from IPv.4 to IPv.6 migration, the
transition period takes a relatively long time. As a result, a transition technology such
as a translation gateway or proxy that enables cross-platform communication between
IP and NDN protocols is desired to guarantee a flawless and smooth conversion. Ad-
ditionally, the transition technology also must consider a cost-effective migration by

eliminating the need for numerous network hardware nor software upgrades.

1.2 Related work

Many authors have written and recommended about IP and ICN/NDN migration.
An extreme suggestion is to redevelop all IP applications with NDN-friendly protocols
from zero, which requires an enormous amount of cost and time. VoCCN [38], ACT
[46], and DASC [42] are examples of such applications. Even though redesigning all
TCP /IP-based applications from scratch is possible, it is impractical from a cost-time
perspective. A more reasonable solution is to convert packets from the IP protocol

to the NDN protocol by using network protocol migration technology.



A partial migration strategy has already been adopted by Carofiglio et al. in
hICN [17] that integrates an ICN/NDN packet inside the IP stack. hICN rcuses
packet formats deriving the ICN/NDN prefix name from a combination of IP and port
headers. It requires minimal software updates and ensures backward compatibility
with TP networks. However, it demands a pair of hICN routers to extract the hidden
NDN packet from the IP packet as a minimum deployment. Moreover, the hICN limits
the length of prefix names, which potentially causes a problem for longer and more
varied prefix names. In addition, it also uses the packet flow direction to distinguish
IP packets as interest or data packets, which is inefficient for recognizing whether the
packet type is interest or data.

Moisennko et al. proposed a TCP/ICN translation proxy pair that can carry TCP
traffic over an ICN infrastructure, namely forward proxy and reverse proxy [23]. The
proxy approach managed to work correctly, but this approach focuses on the TCP
handshaking mechanism, not semantic protocol translation. Similar to Moiseenko,
Rafaei et al. in [36] did translation by using a gateway that consists of four compo-
nents: a gateway daemon for accepting packets, gateway configuration file for naming
and configuring packets, traffic handler (TH) for forwarding packets, and command
line interface (CLI) for monitoring. However, each IP packet translation process in
[36] is based on a full matched-packet filter that requires extra regex computation
as overhead. Moreover, this strategy shows potential security breaches such as data
privacy violations because it reads the data payload to construct a prefix name and
bind a packet.

Luo et al. [34] proposed methods for translating TCP /IP-based packets into NDN
packets at three different layers: internet, TCP, and application. The main idea is
to name IP packets by using a unique hierarchical naming scheme. By simulating

methods using CCNx for FTP servers and clients, the authors showed the feasibility



of multi-level IP/NDN translation and migration. However, the translation is not
free from drawbacks. One is the usage of an interest packet to report the causes of
the overhead mechanism to the NDN protocol. Another is the enormous size of CS
for pre-storing the data. The dual-channel translation gateway focuses on building a
translation gateway that obeys the driven-pull semantics in the NDN family protocol
with a reusable infrastructure and minimal upgrading overhead.

The rest of the report is organized as follows. The next chapter describes sev-
eral approaches in network protocol migration technology. Chapter 3 describes the
architecture of proposed IP-to-NDN translation gateway like its principles, compo-
nents, packet flow translations, and binding schemes. In Chapter 4, we introduce the
throughput-estimation model of the gateway. Chapter 5 reveals the numerical evalua-
tion results by comparing the analytical calculation with emulation. Furthermore, we
discuss a delayed caching phenomenon and its supressing methods that occurs in the
evaluation result of the proposed translation gateway in chapter 6. The final chapter,

chapter 7, concludes our contributions and explains the expected future works.



Chapter 2

Protocol Migration Approaches

In this chapter, several approaches that are used to migrate from TCP/IP to
ICN/NDN are discussed briefly. Some approaches use the translation mechanism,
while others use the stack reframing or encapsulation approach in the network pro-

tocol migration.

2.1 Stack modification approach

Stack restructure in the network protocol is one of the candidates for the migration
approach. A particular dual-stack router is a well-known to implement this approach.
The dual-stack routers able to distinguish both the TCP/IP header and the NDN
header. Currently, stack modification approach has two types of implementation.
The first approach uses a dual-stack protocol working in the network while the other

uses an hybrid-stack protocol.

2.1.1 Dual-stack approach

The dual-stack approach means that the router can receive and forward the
incoming packet independently for both NDN and TCP/IP packet. This proficiency
must apply to all routers in the network. The dual-stack approach considers as the
most cost burden approach because it replaces all the current routers in the network.
In [22], the authors show an implementation of the dual-stack switches to forward

NDN packets in the Local Area Network (LAN). Using the MAC addresses, the
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Figure 2-1: Dual-stack migration approach

authors manage to build the FIB, PIT, and CS tables. By using the dual-stack
approach, each packet running in the network uses its header independently. The
dual-stack router processes the packets individually regarding their type of NDN or
IP, as shown in Figure 2-1. One of the benefits of this approach is that no overhead

occurred in the packet header.

2.1.2 Hybrid approach

This approach aims for semi dual-stack and partial migration. By modifying the
IP header and TCP/UDP header for creating the ICN prefix name, the authors in
[17] introduce hybrid ICN or hICN. In the hICN, the ICN prefix name is forced to
be fitted and encoded in the IP address header. A regular IP router can recognize
an hICN packet as a standard IP packet in the network. However, the hICN router
manages to obtain extra information from the source or destination IP header as ICN
prefix name.

Hybrid ICN conceals prefix name in IP version 6 (IPv.6) addressing scheme. It

encodes the prefix name into 128 bits of the IPv.6 address. As supplementary, the



hICN uses TCP or UDP header as a suffix name. The concatenation of prefix and
suffix creates an encoded ICN prefix name in interest or data packet. The hICN can
only use a fixed length of the prefix name instead of a variable length. By putting
ICN/NDN name into IP address, hICN enables regular IP routers to propagate a
named-centric packet in its network. Thus, partial router upgrading is sufficient for

implementing hICN that leads to migration cost reduction.

IP Header Format for Interest Packet
[ ]
Destination Address Source Address

| 2001:0:0:abc4 ffff:ffff:ffff:abcl | 2001:0:0:abc1:ffff:ffff:ffff:aaal |

Packet 2001:0:0:abc2::::1/64 2001:0:0:abc3:::1/64 Packet
Cache @ Cache
i P
e u s

hiCN Router R1 hiCN Router R3
2001:0:0:abcl::::1/64 I Bouter it 2001:0:0:abc4::::1/64

12001:0:0:abc 1:ffff:ffff:ffff:aaal| 2001:0:0:abca:ffffffff:ffff:abcl]
Destination Address Source Address

| |
IP Header Format for Data Packet @

Consumer Producer
2001:0:0:abcl:ffff:ffff:ffff:aaal 2001:0:0:abca ffffffff:ffff:abcl

—— hICN Packet ——— |Pv6 prefix
= TCP/IP Packet Encoded prefix name

Figure 2-2: Hybrid ICN

Figure 2-2 shows an example where three routers (R1, R2, and R3) exist in the
network. Two routers, R1 and R3, are hICN routers, and one router, R2, is a reg-

ular IP router. Four unicast IPv.6 network addresses set to 2001:0:0:abcl::0/64,



2001:0:0:abc2::0/64, 2001:0:0:abe3::0/64, and 2001:0:0:abc4::0/64 respectively. Since
the maximum length of IPv.6 addresses are 128 bits, the maximum encoded ICN
prefix name is 64 bits. An encoded prefix name fHf:ffff:ffff:abcl is created at the
consumer. A consumer sends an interest in the 2001:0:0: abcl/64 network by writ-
ing 2001:0:0:abc4:ffff:fHf:ffff:abcl in destination segment of IPv.6 header. The in-
terest packet is propagated from R1 to R3 through R2. The intermediate router,
R2, processes this interest packet as a regular IP packet and forwards it to network
2001:0:0:abc4::0/64 trough R3. R3 forwards this packet to the producer. After receiv-
ing the interest, the producer replies with a data packet by rewriting 2001:0:0:abc1:ffff:
ftft:ffff:aaal in destination segment and 2001:0:0: abc4:ffff:fff:fff:abcl in source seg-
ment of IPv.6 header. Afterward, the data packet is cached in packet cache located
in hICN router R1 and R3.

In [17], the authors showed a comparison of video streaming with different resolu-
tions by using hICN and TCP connection. The caching feature in hICN had proven

working correctly and improved the network quality in this scenario.

2.2 Encapsulation approach

Encapsulation is the most well-known and instant approach to migrate from a
TCP/IP to an NDN protocol. This kind of approach can be distinguished furthermore

into two types of encapsulation.

2.2.1 Upper-layer encapsulation

The upper-layer encapsulation uses the TCP/IP as the base layer and the NDN
as the upper layer. This type of encapsulation is the instant deployment approach
to be implemented because the network is still dominated by TCP/IP protocol up to

Nnow.
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Figure 2-3: ICN/NDN over IP

Upper layer encapsulation uses IP payload to forward the whole NDN packet.
Therefore, the encapsulation approach does not require router upgrading. However,
the encapsulation approach still requires a pair of the gateway, as shown in Figure
2-3. Even though encapsulation is the most practical way to migrate from IP to NDN,
there is some trade-off that possibly occurred. Packet header overhead is one of the

disadvantage from this approach.

2.2.2 Under-layer encapsulation

The under-layer encapsulation implements NDN as a base layer and IP as an
upper layer. This approach obligates all the routers to be upgraded into ICN/NDN
routers with an extra pair of gateways for encapsulation between IP terminal, as
shown in Figure 2-4. The authors think that the under-layer encapsulation is an
unrealistic scenario for IP to ICN/NDN migration since the goal of migration is to

enable ICN/NDN protocol over the IP protocol, not the opposite manner.

10
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Figure 2-4: IP over ICN/NDN

2.3 Translation approach

Translation is the mechanism of converting from TCP/IP to ICN/NDN and vice
versa. It considers as an economical migration approach to be implemented without
losing the merit of ICN/NDN protocol in [6, 34, 36, 23, 28]. This type of migration
demands a gateway used as an interpreter between the two network protocol, as
shown in Figure 2-5. Referring to the Open System Interconnection (OSI) layer, the

translation approach can be divided into three levels of translation.

NDN/IP Gateway

—— ICN/NDN Packet
—— TCP/IP Packet

Figure 2-5: Translation gateway

11



2.3.1 Network layer translation

The network layer translation focuses on translating the difference semantic prim-
itives between IP and ICN/NDN protocol. The IP protocol consists of two semantic
primitives, namely sending (push) and receiving (pull) while the ICN/NDN has only
one semantic primitive called as a pull-driven semantic. The semantic difference
causes a complex translation mechanism in the gateway. Furthermore, network layer
translation should also considers the differences of a packet type like interest and data
packet in ICN/NDN protocol. And how the packet is named independently whether

using a name resolution service in the gateway or using other method.

2.3.2 Transport layer translation

The transport layer translation deals with the handshaking and sequencing pro-
cess that occurred in TCP and UDP packet of IP protocol. The other transla-
tion is how to translate the TCP handshake mechanism and congestion control into
ICN/NDN packet. The transport layer translation treats a big-size data as one unit

of packets. Thus, a hicrarchical naming scheme is used for naming packet sequence.

2.3.3 Application layer translation

The application layer translation works with many semantic existed in IP based
application. The semantic translation is varied and exclusive for each application.
For instance, the HTTP commands such as GET, HEAD, PUT, DELETE, POST,
TRACE, and OPTIONS in TCP/IP must be translated into the ICN/NDN semantic.
As a result, the name resolution sets a hierarchical naming such as application ID,
command ID, and content ID for naming a prefix name. The application layer trans-
lation is the most complicated translation due to application command diversity.

In general, IP to ICN/NDN translation approach requires a naming resolution

mechanism as part of its translation process. This mechanism is responsible for nam-

12



ing each packet arriving in the gateway. Every layer translation has its characteristic
for naming the packet. For example, application layer translation has a longer prefix
name compared with other layers. The network layer translation has a shorter prefix

name due to packet independence and flexibility.

2.4 Migration cost

The expense of new hardware purchases should be minimal to avoid up-front
capital investment because of migration process. On the other hand, the total cost
of migration depends on the cost of the individual components, as reported in [9].
The authors of [9] described that the total estimation of migration cost, C}, for L,
the number of the routers, was formulated by

L
Co =" {u(Cs + &Ch) + (~€a)Cr + Cu + Ca + Cur}, (2.1)
i=1

where the symbols of cost metrics are described in Table 2.1.

Table 2.1: Symbols related to cost metrics.

Symbol Description
Cs Software upgrade cost
Ch Hardware upgrade cost
C. Hardware replacement cost
C, Vendor support cost
Cy Development cost
Co, Miscellaneous cost
& Decision coefficient of software upgrade
& Decision coefficient of hardware upgrade
—&, Negation of software upgrade decision co-
efficient

The symbol &, and &, have Boolean values of either 1 (True) or 0 (False). If
the value &, equals 1, then a router is upgraded. While &, equals 0, then it means

otherwise. However, the necessity of a router upgrade is influenced by hardware

13



peripherals such as memory, network interface, and processor speed. Under certain
conditions, it is impossible to upgrade the hardware without a software upgrade.
Thus, if & equals 1, then &, is likewise. On the other hand, the hardware upgrade
is non-compulsory following the software upgrade. Hence, &, can be either 0 or 1,
although &, is equal to 1. Furthermore, the router replacement means the investment
of new hardware with the latest pre-installed software. Therefore, the equation 2.1
has symbol —=¢, multiplied by C,. which is the negation from ¢, multiplied by C and
Cp. This is because the router replacement will automatically nullify the hardware

or software upgrade and vice versa.

él %1 Cl
E1 Dual-stack router~__ g2 El £

Forward
tunneling-proxy
gateway

Reverse @
tunneling-proxy Trans\anon
i gateway gatewqy

P NDN .
Endpoint Endpoint g

(a) Dual-stack router. (b) Tunneling-proxy gateway. (C) Translation gateway.

P
Endpoint

NDN
Endpoint

NDN
Endpoint

Figure 2-6: IP and NDN co-existance technology.

Table 2.2: Average migration cost of individual components.

Description Cost
Software upgrade cost $ 275
Hardware upgrade cost $ 700
Hardware replacement cost $ 7000
Vendor support cost $ 140
Development cost $ 250
Miscellaneous cost $ 75

14



To compare migration costs on different IP and NDN co-existence technology, we
consider a simple network topology consisting of three routers, namely C1, E1, and
E2, as shown in Figure 2:6. Afterward, we evaluate the total migration cost using

the average migration cost of individual components in [9], as described in Table 2.2.

25000

20000

15000 |

10000 |

Migration cost (USD)

5000 |

Translation Tunneling-proxy Dual-stack
IP and NDN co-existence technology

Figure 2-7: Migration cost in [P and NDN co-existence technology.

The result shows that the migration cost of the dual-stack router is the most ex-
pensive, followed by the tunneling-proxy and translation gateway, as seen in Figure
2-7. This is because the dual-stack router deployment demands total router replace-
ments. On the other hand, the tunneling-proxy gateway necessitates two additional
hardware installations on each different network protocol, while the translation gate-

way requires only one additional hardware on the border of the NDN network.
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Chapter 3

The Dual-Channel Translation Gateway

This chapter describes the principles, crucial components, packet flows of the
proposed dual-channel IP-to-NDN translation gateway. Furthermore, we propose
two possible deployment schemes for prefix-name binding in the translation: static

prefix-name binding and dynamic prefix-name binding.

Translation
Gateway

(a) Static prefix-name binding.

Name Resolution
Service

Application based Application based
registrat,iou.. _ _——— reglstratlon

1

Translation
Gateway

(b) Dynamic prefix-name binding,.

Figure 3-1: Dual-channel IP-to-NDN translation gateway and its
prefix-name binding.
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Figure 3-2: Components of dual-channel IP-to-NDN translation gate-
way.

3.1 Principles

The fundamental concept of the dual-channel IP-to-NDN translation gateway is
based on two distinct channels and a flexible-length packet naming strategy. The gate-
way assigns each incoming or outgoing IP packet to an allocated unique IP address.
One unique IP address is associated with a corresponding interest packet type, while
the other is associated with a corresponding data packet type. When an IP packet
is received via the unique IP address attached to the interest type, the gateway im-
mediately recognizes it as an interest packet from the IP consumer. If, however, it is
received over the IP address attached to the data type, the gateway will immediately
recognize it as a data packet from the IP producer.

Regarding the variable length of the packet naming strategy, a table called a
register table (REG) is required in the dual-channel gateway so that each IP packet
in the gateway is entitled to a prefix name. Since two distinct situations of producer
and consumer exist between IP and NDN, the gateway must have two asymmetric
REG tables, namely REG producer and REG consumer. When an IP endpoint acts

as a consumer, the REG consumer table is utilized to obtain a specific prefix name.
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However, when an IP endpoint acts as a producer, the REG producer table is used
instead. Furthermore, we consider the independence of the REG producer and REG
consumer tables because an IP endpoint may attach to a different prefix name when
it is regarded as a producer or consumer in the IP networks.

The gateway registers all the prefix names in the static prefix-name binding in
advance into the REG producer table in case of IP terminal as producer and NDN
terminal as consumer and into REG consumer table in case of IP terminal as consumer
and NDN terminal as producer. Therefore, when the gateway cannot resolve the prefix
name from a given IP address, it drops immediately without allowing the client to
modify the REG database on the fly. We assume that this is suitable for small-scale
network deployment as seen in Figure 3-1(a). On the other hand, in dynamic prefix-
name binding, the gateway utilizes an outer name server that feeds the gateway REG
table with a set of associations of prefix names and IP addresses when requested.
We use the Name Resolution Service (NRS), proposed in [21] and [24], to provide
the packet-to-name binding service for the dual-channel translation gateway. Due to
limited storage capacity, the gateway partially stores a set of associations. However,
the NRS must preserve all prefix names in the set of associations in the network.
It can alter the set of associations when a client in IP or NDN networks registers a
new prefix name to bind with a particular IP address through an application-based

service. This is called dynamic prefix-name binding, as seen in Figure 3-1(b).

3.2 Components of dual-channel gateway

The important components of the dual-channel IP-to-NDN translation gateway

illustrated in Figure 3-2 can be explained as follows.

e IP interest channel

The gateway utilizes a static IP address to recognize IP interest-like packets
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between the IP endpoint and the gateway. The static [P address used as the

interest channel is known in advance by all IP endpoints in the network.

IP data channel
The gateway has a dedicated static IP address for sending and receiving IP data
packets. All IP endpoints in the network recognize the static IP address chosen

as the data channel in advance as well.

NDN interface
The NDN interface is constructed using ethernet layer interfaces. The NDN

packet format follows the NDN packet v.3 specifications.

REG
REG is used to provide information about the prefix name associated with
the combination of IP address and port number. It consists of two different

independent tables, namely a producer table and consumer table.

PIT

PIT is a native NDN router component that is used as a pool for collecting
information regarding the incoming interfaces of interest and its corresponding
prefix name. If the requested prefix name content is replied to by the producer,

the PIT table will eliminate the prefix name and its associated interfaces.

FIB
FIB is used for forwarding an interest packet to its destination by retrieving
interfaces that are associated with its particular prefix name. Afterward, the

router forwards the interest packet through those interfaces.

CS

CS has a function to store temporally the received data packets that are passed
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through the NDN router from a producer. The cached data content is forwarded

later on to the consumer that requested the same prefix name.

3.3 Packet flows and translation procedure

This section describes the IP-to-NDN packet translation flow. The packet flow of
the gateway differs in two scenarios. The packet flow in the case of the IP endpoint
becoming a producer and NDN endpoint becoming a consumer, denoted as scenario
1, is shown in Figure 3-3. Alternatively, Figure 3-4 shows the packet translation flow
in the case of a scenario where an NDN endpoint becomes a producer, and an IP

endpoint becomes a consumer, denoted as scenario 2.

NRS

IP-interest

NDN-interest_ 2 3

NDN-data 2a |V

(a) NDN interest to IP interest packet flow.

NRS

_ NDN-data __ 4a |2
: v

)

IP-data

(b) IP data to NDN data packet flow.

Figure 3-3: Packet flow translation between IP and NDN protocol in
the case of scenario 1.
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In the case of scenario 1, when a gateway receives an interest packet (1), it checks
its CS for that packet availability, whether the content exists or not. The gateway
responds with an NDN data packet if it is available (2a). If the requested content
does not exist in the CS, the interest packet is passed to PIT, which registers the
incoming interface (2b), and the gateway checks the forwarding interface at FIB (3).
In the dual-channel gateway, FIB must also communicate with REG producer table
before forward the interest packet. This step is necessary to ensure that the producer
is located in the IP networks. FIB drops the packet if there is no information about
the prefix name being searched for (4b). When the outgoing interface is discovered

and located in the IP network, it is passed to the REG producer table to determine

3a 4 -f5a NDN-interest
-

IP-data 4| 3p % |5a

-
IP-interest

(a) IP interest to NDN interest packet flow.
NRS

- R4

IS e
V| 1
IP-data 2 NDN-data
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v

(b) NDN data to IP data packet flow.

Figure 3-4: Packet flow translation between IP and NDN protocol in
the case of scenario 2.
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Algorithm 1 Dual-channel packet translation on IP interface.

Input: IP packet
Output: IP packet or NDN packet
LOOP Process
1: if IP interest channel receives packet then
: Retrieve prefix name in REG Consumer
3 while Prefix name is not in REG Consumer do
4 Request update and wait response to NRS server
5 end while
6 if Content is available in CS then
7 Retrieve content and send via IP data channel
8 else
9 Name-based routing (Algorithm 3) via NDN channel
10 end if
11: end if
12: if IP data channel receives packet then
13 Retrieve prefix name in REG Producer
14 while Prefix name is not in REG Producer do
15 Request update and wait response to NRS server
16 end while
17: Content caching (Algorithm 4) via NDN channel
18: end if

the corresponding IP address (4a). If it is not found in the IP network, the interest
is forwarded to the interface that connect to NDN network. The gateway sends a
resolving packet to NRS and waits for a response because the REG producer table
is likewise restricted (5a). The IP interest packet is then transmitted across the IP
channel (5b) as seen in Figure 3-3(a). Figure 3-3(b) shows the processing flow at the
gateway when the data packet arrives at the gateway from an IP provider. When an
IP data packet sent from an [P producer arrives at the gateway, the gateway checks
the IP address and port number combination in the REG producer table (1). If it is
not found, the gateway sends a resolving packet to NRS (2a). It then forwards the
data packet through the interface (4a) before it is found in the PIT table (3) and
stored in CS (2b).

The packet flow translation in the case of scenario 2 is quite similar to scenario
1, except that the interest packets are first checked in the REG consumer table to
determine the associated prefix name (1). When an IP packet is received from NRS,
it is converted to an NDN packet and then checked for availability in the CS (2b).

If it is not found, the packet is sent to the NDN interface (5a) that was previously
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Algorithm 2 Dual-channel packet translation on NDN interface.

Input: NDN packet
Output: NDN packet or IP packet
LOOP Process
1: if NDN channel receives NDN interest packet then
if Content is available in CS then
3 Retrieve content and send via via NDN channel
4 else
5 Retrieve IP address and port in REG Producer
6 while IP address and port is not in REG Producer do
7 Request update and wait response to NRS server
8 end while
9 Name-based routing (Algorithm 3) via IP interest channel
10 end if
11: end if
12
13
14
15
16

. if NDN channel receives NDN data packet then
Retrieve IP address and port in REG Consumer
while IP address and port is not in REG Consumer do
Request update and wait response to NRS server
: end while
17: Content caching (Algorithm 4) via IP data channel
18: end if

found in the FIB (4) and registered in the PIT incoming interface (3a) as seen in
Figure 3-4(a). When the data packet has arrived at the gateway, as shown in Figure
3-4(b), the gateway stores the content in CS (1) and verifies the outgoing interface
in PIT (2) when the NDN producer delivers the NDN data packet. The prefix name
is used to retrieve the related IP address in the REG consumer table because the
outgoing interface is an IP interface. In the event that it is not found, the gateway
sends a REG resolving packet to NRS server (4a). The data content is transformed
into an IP packet after receiving a response from the NRS server. The data packet is

subsequently forwarded across the IP data channel (4b).

Algorithm 3 Name-based routing.

Input: Interest packet
Output: Interest packet
: Register incoming interface in PIT
. Retrieve outgoing interface in FIB
if Prefix name is not in FIB then
Drop interest packet
else
Forward interest packet
end if

IRl o

The dual-channel translation gateway operates on two network interfaces that

continuously listen for incoming packets. Algorithm 1 illustrates the pseudo-code for
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Algorithm 4 Content caching.

Input: Data packet
Output: Data packet
: Store data content to CS
Retrieve outgoing interface in PIT
if Prefix name is not in PIT then
Drop data packet
else
Delete PIT entry
Forward data packet
end if

PN TR

the dual-channel gateway translation procedure on the IP interface. Alternatively,
Algorithm 2 describes the pseudo-code for the translation procedure on the NDN
interface. We define two native procedures of ICN/NDN routers, namely named-
based routing and content caching, to simplify the instructions of Algorithm 1 and
2. Name-based routing forwards the interest packet to the producer as shown in
Algorithm 3. On the other hand, content caching stores the data packet to CS and
forwards it to the consumer as described in Algorithm 4. In the initialization setup,
two unique IP addresses are configured to the IP interface: IP interest and data
channel, while the NDN interface is attached to a specific MAC address. When an
IP interface receives an incoming packet, the gateway examines if it is of interest or a
particular data type. The NDN interface is likewise subjected to the exact mechanism.
Assume that the NDN interface receives packets. The gateway verifies the specific
type of packet and applies infinite looping to keep the process still operating on both
network interfaces.

To give more explanation, we consider the scenario where the NDN node becomes
a consumer, and the IP node acts as a producer using an example shown in Figure 3-5.
We assume the NRS server possesses all mapping entities between prefix names to a
combination of IP address and port numbers of the IP terminals active as producer
node. The IP terminal registers a prefix name mapping to a combination of TP
addresses and the port number via application-based service to the NRS server in

advance (1). First, the NDN node emits an interest packet with a particular prefix
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Figure 3-5: Translation process in the scenario 1

name, /abc, to the gateway (2). Next, the gateway tries to translate the NDN interest
packet to the IP interest packet by retrieving a combination of an IP address and a
port number for the corresponding prefix name in the REG producer table (3). The
gateway constructs an IP packet with a destination address header of 10.10.10.17:1001
and a source address header of 10.10.10.1:7777. Afterwards, the gateway sends it
through the interest channel (4). IP node replies directly by sending the content with
the IP packet with source address 10.10.10.17:1001 through the data channel with
destination address header 10.10.10.2:1001 (5). Once again, the gateway receives the
packet, finds the prefix name from the source address using the REG producer table.
Finally, the NDN data packet with the prefix name /abc is sent to the NDN client and
construct an NDN data packet following the standard NDN data packet forwarding

process (6).
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Figure 3-6: Translation process in the scenario 2

On the other hand, we consider the scenario where the IP node becomes a con-
sumer and the NDN acts as a producer using an example shown in Figure 3-6. We
assume the NRS server’'s REG consumer table shows a mapping between prefix name
and a combination of IP address and port number of the request IP terminal. In par-
ticular, prefix name /eee is mapped to a source IP address 10.10.10.17:1002. The map
table mechanism is similar to DNS in the IP network that registers in advance based
on the application-registration mechanism (1). The consumer initiates by sending
an interest-liked IP packet. First, the IP node constructs an IP header packet with
10.10.10.1:8000 in the destination part and 10.10.10.17:1002 in the source part with
any ignored data payload (2). The gateway knows that the packet is an interest packet
when receiving this packet since it uses IP 10.10.10.1 as the destination address. The

gateway converts this packet into an NDN packet with prefix name mapped in REG
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consumer table from the source IP address and port number (3). The NDN pro-
ducer receives the interest packet with the prefix name /ece (4) and replies directly
by sending the data packet to the gateway (5). The gateway translates the packet
by constructing the IP packet with 10.10.10.17:1002 as the destination address and

sends it through a data channel (6).

3.4 User privacy and security

The NDN technology uses a prefix name in its interest or data packets. A prefix
name is written out in plain-text so that a consumer can easily identify the name
of the content. The content in the data packet can be signed and encrypted by
exchanging keys between producer and consumer. On the other hand, IP protocol
has source and destination addresses in its packets that propagate through routers
until they reach their final destination. Unless the data is encrypted at the application
layer, IP data packets are usually sent in plain text form. It is challenging to maintain
security concerns across those protocols due to the distinct behavior of exposed packet
components.

The gateway relies on data packet load to transport other protocols from node to
node in the encapsulation approach. The NDN packet is placed inside the IP data
load in the case of NDN over IP. The unencrypted data payload may disclose both the
NDN prefix name and the content within the IP network. When the packet propagates
from router to router, the interceptor can easily determine the prefix name and the
content. The attacker may also modify the content resulting in a data integrity breach
called a Content Poisoning Attack (CPA). The CPA has been reported as the main
cause of the Denial of Service (DoS) attack in the NDN network [32].

The dual-channel gateway can lower the risk of a CPA attack by separating the

prefix name and the data content. The prefix name is located in the REG table in the
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gateway linked to one of the IP headers, either the destination or source address. The
propagated IP packet does not expose the prefix name inside the IP data payload.
Therefore, the CPA can be reduced in the dual-channel gateway. At the same time, it
also guarantees user privacy in the translation process at the gateway. This is because
the gateway does not require reading the IP data payload content bit by bit. The
translation mechanism in the dual-channel only necessitates the IP address header

reading.

3.5 Prefix name preregistration

As mentioned in the previous section, IP and prefix name preregistration is nec-
essary and must be implemented before sending interest to the dual-channel gateway.
In the case of static prefix name binding, the administrator manually registers either
the REG producer or REG consumer table. Therefore, the IP endpoint and NDN
endpoint cannot modify the IP address and port number binding to the prefix name
in an instance. On the other hand, in the case of dynamic prefix name binding, the IP
or NDN endpoint can modify the IP address and port number to prefix name binding
on the fly since the binding registration can be done anytime before initiating the
communication to the translation gateway. The registration process utilizes a global
name mapping server, Name Resolution Service. NDN endpoint does not neeed to

register at NRS. Instead, i t need to register in routing protocol

3.5.1 Name resolution service

Several authors propose a global name resolution service, NRS, in the ICN/NDN
network as reported by Liu in [21] and Hong in [24]. The NRS is a databasc of global
content’s names in the ICN network. The purpose of an NRS in ICN is to translate an
object name into other information, such as a locator, another name, etc., to forward

the object request. Moreover, Luo et al. extend the NRS server functionality for IP
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and ICN/NDN co-existence in [45]. The NRS server must implement the dual-stack
protocol for deploying IP and ICN/NDN co-existence. Currently, many researchers
still actively discuss the development of NRS to standardize the implementation of
this function. Therefore, this manuscript briefly describes the NRS as a fundamental
requirement for the IP-to-NDN translation process. Additionally, the function should
be leveraged with IP address and port number binding registration and query service.
This function is mandatory in dynamic prefix name binding for the dual-channel IP-

to-NDN translation gateway.

3.5.2 Registration packet format

Registration packet format must be defined to provide registration and query for
prefix name binding. This service uses application-based registration to the NRS
server. The system provides general name query interfaces. For the given NDN
prefix type, it returns a resource record set. As for the given associated IP address
and port number, it returns a prefix name. The system also provides interfaces for

dynamic updates. In general, the application must provide the following;:

e Mechanism for registering the prefix name and its associated IP address and

port number.

Mechanism for querying the prefix name and its associated IP address and port

number.

Mechanism for responding to query and registration.
e Mechanism for maintaining security in its registration and querying process

Schema for the database selection either REG producer or REG consumer.

All NRS packets have a structure that is a header, registration/question, answer,

and additional, as seen in Figure 3-7. The header describes the type of packet and
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Figure 3-7: NRS packet format

which fields are contained in the packet, such as it is registration or query, number of
registration/queries, time-to-live, certificates, etc. It is also possible that a response
to a single question may contain multiple answers, such as if a name has multiple IP
addresses and port numbers. Alternatively, It is also possible that a client registers

multiple addresses and prefix names at a single invocation to the NRS server.

3.5.3 Prefix name registration in scenario 1

In the case of scenario 1, the IP terminal becomes a producer, and the NDN
terminal becomes a consumer. Thus, the IP terminal should initially register the
IP address and port number to the REG producer table. As static registration, the
registration can be executed by an administrator that can directly access and modify
the REG table at the dual-channel translation gateway. However, in the dynamic
prefix name binding, the registration should be done by the IP terminal to the NRS
server so that it can feed the information to the dual channel whenever the necessary
information has not been found in the REG producer table.

The IP terminal sends a registration packet to the NRS server consisting of the IP
address, port number, prefix name, and REG producer table or its database schema.
Multiple registrations can be done for a set of combination IP addresses and port

numbers with NDN-style prefix names to the NRS server by the IP producer so that
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it can optimize the registration time. Afterwards, the IP producer is ready to accept
the IP-interest packet from the dual-channel translation gateway since a binding
mechanism has been completed. From the NDN endpoint, the NDN consumer needs
to send an interest packet with a specific prefix name that associates with a particular

IP address and port number in the IP producer without any registration process.

3.5.4 Prefix name registration in scenario 2

In the case of scenario 2, the IP terminal becomes a consumer, and the NDN
terminal becomes a producer. The IP endpoint must register its IP address and
port number and the prefix name of its accesing content to the REG consumer table
before sending an interest packet to the translation gateway. Similar to scenario 1,
an administrator can only execute a static registration. On the other hand, in the
dynamic prefix name binding, the registration is executed by the IP terminal to the
NRS server so that it can provide the necessary information to the dual channel
whenever the requested prefix name is not found in the REG consumer table.

The TP terminal sends a registration packet that provides a set of IP addresses
and port numbers with NDN-style prefix names, database schema, lifetime, and se-
curity signature. The registration of the content name in the NDN network can be
done automatically by Name Data Link State Routing Protocol (NLSR) or other
application-based mechanisms since it is still evolving up to now. Multiple registra-
tions of combination IP address: port and prefix name to NRS server is also possible.
For example, an IP client sends a registration to the NRS server consisting of a set
of registration information. A set of registration information can be constructed by
binding the IP client’s address and several port numbers to different content names.
Therefore, an IP client requires to register once to request several content names to
the NRS server, which will save the registration time. Afterwards, the IP consumer

is ready to send the IP-interest packets to the dual-channel translation gateway since
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a binding mechanism has been completed. From the NDN network side, the NDN
producer just needs to respond to interest packets with data packet with requested

content.
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Chapter 4

Throughput Estimation Model

This chapter describes the throughput estimation model of the proposed dual-
channel IP-to-NDN translation gateway. The model identifies that throughput is the
product of cache hit ratio and packet processing time in general. The behavior of

name resolution table and its impact to the throughput is also analyzed

4.1 Throughput Analysis

Throughput is defined as the average number of data bits transmitted in a second.
Thus, we define throughput as the average packet size divided by 7, where 7 is the
average time of a request that has elapsed in the gateway. As shown in Figure 3-3
and 3-4, the value of 7 depends on the schemes, scenarios, and cases of packet flow
at the gateway. In the case of dynamic prefix-name binding scheme, scenario 1 has
five different cases of packet flow, whereas scenario 2 has six different cases. This
is because the combination of CS and REG affects the number of packet flow cases.
However, in the case of static prefix-name binding, the number of packet flow cases
is reduced to 2 for both scenarios 1 and 2. This is because only the CS component
affects the packet flow translation.

The dynamic prefix-name binding scheme allows clients to dynamically register
prefix names through a name server. Therefore, the NRS contains all prefix-name
bindings in the network, while the translation gateway partially stores the prefix-

name bindings in a cache due to its limited memory capacity. A cache miss in the



translation gateway will cause a request to be made to the NRS for a target prefix
name. As aresult, in addition to 8, CS hit ratio, there is a supplemental parameter for
a prefix-name binding cache called 7. We introduced 7, ; as the hit ratio of the REG
producer table (REGp) and . as the hit ratio of the REG consumer table (REGc)
in the case of requesting IP address by invoking a prefix name. Alternatively, 7,2 is
the hit ratio of the Reverse REG producer table (RREGp), and .2 is the hit ratio
of the Reverse REG consumer table (RREGc) in the case of requesting a prefix name
by invoking an IP address. All caches in the dual-channel TP-to-NDN translation
gateway, such as CS and REG table, used an LRU cache replacement algorithm in
this manuscript unless it is mentioned otherwise. Table 4.1 shows a description of

delay components in the gateway used in the throughput model.

Table 4.1: Definition of delay components.

Symbol Description

te Positive look-up time in CS

ten Negative look-up time in CS

Lregl Positive look-up time in REGp or REGe
tregl Negative look-up time in REGp or REGce
Lreg2 Positive look-up time in RREGp or RREGc
Lyegor Negative look-up time in RREGp or RREGc
i, NDN interest packet parsing time

ti, NDN interest packet serialization time

L, NDN data packet parsing time

ta, NDN data packet serialization time

tip, IP packet construction time

Lipa IP packet deconstruction time

tpr1 Response time from IP producer

tpro Response time from NDN producer

tsoh Socket overhead time

tors NRS resolving round trip time

4.1.1 Static prefix-name binding

When static prefix-name binding is implemented in the network, the hit ratio of

CS is the dominant parameter that affects the overall throughput. As for scenario 1,
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the value of 7 can be described by
ts;, if CS hit
tsy, if CS miss
where
o t514 =i, + lc + Tson,
o 181 = ten +ti, 4 tip, + tipy + ta, + Lyt + 2tson.
However, in the case of scenario 2, the value of 7 can be defined by
tss, if CS hit
tsqp if CS miss
where
® 1soq = te+ Liy + Lip, + Lipy, +ta, + Lson,
® 1Sy =ten +ti, + tip. + tip, + ta, + tpr2 + 2tson-

Thus, the average processing time, 7, in the case of scenario 1 can be expressed
by
T = fBts1a + (1 — B)ts, (4.1)

and for scenario 2, 7 can be given by

T = ﬁtSQ(l + (1 — 6)15821,, (42)

where [ is the CS hit ratio.
The value of § can be approximated by calculating the hit ratio of each prefix

name, 3(i). A particular prefix names, 7, follows random variable so that ¢ € {1, .., M}
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where M is the total number of unique prefix names. The 3 can be expressed by

8= ali)Bli), (1.3

Furthermore, the ratio of request of each content, (i), follows the probability of

density function from Zipf distribution that can be formulated by

1
M e
Y5 (7)°

The approximation of the hit ratio can be calculated by using Che’s approxima-

q(i) = (4.4)

tion, which was originally proposed by Che et al. [19]. Then, the hit ratio for a

particular prefix name ((¢) can be estimated by the following
Bi) =1 — e 90t (4.5)

t. is the unique root of the equation

M
C= Z — ¢ 10y, (4.6)
i=1

where C' is the storage capacity of CS since we use LRU as a replacement algorithm

in our translation gateway.

4.1.2 Dynamic prefix-name binding

When dynamic prefix-name binding is implemented in the network, the overall
throughput are collaboration from the hit ratio of CS, REGp, RREGp in the scenario
1 and CS, REGc, RREGc in the scenario 2. Therefore, in the case of scenario 1, the
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value of 7 can be described by

/

tdy, if CS hit
tdy, if CS miss, REGp hit, and RREGp hit
T =\ tdy. if CS miss, REGp hit, and RREGp miss

tdig if CS miss, REGp miss, and RREGp hit

\tdle if CS miss, REGp miss, and RREGp miss
where
o tdi, =t;, +tc+ tson,
o tdy =1, +ten +tregr + Lip, Tty + tip, T ta, +trega + 2tson,
o tdie =ty +ten + lregt + Lip, + tpr1 + Lipy + ta, + tregar + tnrs + 3lson,
o tdig = ti, + len + lregrr + bnps + Lip, + tpr1 + Lipy + La, + treg2 + 3lsons

b tdle =1, + tcn + tregl’ =+ tm“s + tipC + Zfp?“l + tipd + tds + treg2’ + tm“s + 4tsoh-

YZP
The average time for processing a packet, 7, can be obtained by
7 = PBtdia + (1 = B)vp,1p2tdis

+ (1= B) 11 = wp2)tdic + (1 = B)(1 = p1)Vp2tdia
+ (1= B)1 =%1)(1 = yp2)tdie. (4.7)
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However, in the case of scenario 2, the value of 7 can be defined by

(tdy, if CS hit, RREGc hit

tdy, if CS hit, RREGc miss

tdy. if CS miss, REGc hit, and RREGc hit
tdog if CS miss, REGce hit, and RREGc miss
tdy, if CS miss, REGc miss, and RREGc hit

| tday if CS miss, REGce miss, and RREGe miss

where

L td2a = tipd + t'reg2 + tc + tdp + tipC + tsohu

td?b - tipd + tregQ’ +tnrs +1c+ tdp + tipc + 2tsoha

td2c = tipd + treg2 + tcn + tis + tdp + tpr2 + tregl + tz’pC + 2tsoh7

tde = tipd + tregQ’ + tnrs + tcn + tis + tdp + tp?“? + tregl + tipc + 3tsoh7

tdQe = tipd + treg2 + tnrs + tcn + tis + tdp + tpr2 + tregl’ + tipc + 3tsoh7
L td?f = tipd + trcg?’ + tnrs + tcn + ti5 + tdp + Zfm"s + tpr? + trcgl/ + tipc + 4tsah-

Therefore, the average packet processing time, 7, for scenario 2 can be expressed by

the following

T = BYeotdaa + B(1 — Ye2)tdoy + (1 — B)Ye,17e,2tdc
+ (1 = B)Ye,1 (1 = ve2)tdag + (1 — B)(1 — Y1) 7e,2tdoe
+ (1= B)(1 = ve,1) (1 = ye2)tday. (4.8)

The value of the hit ratio in CS, /3, can be calculated obeying the same equation
(4.3) for static prefix-name binding with its associated parameters such as the storage
capacity of CS, C, the ratio of requests for content ¢ sent by the consumer, ¢(z),
and the unique root of an equation, t.. However, the value of the hit ratio in the
REG producer or consumer table may differ due to the packet flow behavior in the
translation process. As for scenario 1, the values of 7, ; and 7, are highly correlated

with the CS miss ratio, (1-5). Therefore, an identical formula can be used to estimate
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both 7,1 and 7,9. First, we introduce the ratio of uncached content i, (i) as the
product from the miss ratio of CS, (1-3), which can be approximated by the following

r(i) = q(i)(1 = B(2). (4.9)

By using equation (4.6), the unique root, ¢,, for the REGp table can be obtained
by replacing the size of CS, C', with the size of REG, R. Finally, the hit ratio of a
particular prefix name ¢ in REGp and RREGp, 7,1(i) and 7, 2(7), must be adjusted
by a normalization factor as described by

; ; 1 —r(z
’}/p71(7/) = 723,2(7’) = m(l —e ( )tT). (410)
Finally, the cumulative hit ratio of 7,1(7) and 7,2(¢) from M total unique prefix

names can be defined by the following

M

You = T2 = Y (D)3 (i). (4.11)

i=1
As for scenario 2, the value of . is correlated with the CS miss ratio, (1-/3), so
it follows equations (4.9). And the value of 4., for each content i can be described

as follow

c1(i) = === (1 —e77), 4.12
Teali) = 5 (1= e7T) (4.12)
Thus, the total 7., is formulated by
M
Yea = Y _1(i)Yen (i) (4.13)
i=1

However, the value of 7,5 is not affected by the CS miss ratio. This is because the
distribution of a prefix name requested in RREGc and CS is identical to ¢(i). The
unique root, t,, for the REGc table can be obtained by

M
R=> (1—e ) (4.14)

=1
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Therefore, the hit ratio of .9 for particular content ¢ can be formulated by
Yeo(i) =1 — "0t (4.15)

And the cumulative hit ratio of v, from M total unique prefix names can be defined

by the following
M

Yo = Y q(1)7e(i): (4.16)

i=1
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Chapter 5
Throughput Evaluation

This chapter describes the numerical evaluation of our estimation model for the
dual-channel IP-to-NDN translation gateway. The analysis model is compared to
emulation test bed result. The emulation test bed was constructed following the
topology as shown in Figure 3-1(a) in the case of static prefix-name binding and
Figure 3-1(b) in the case of dynamic prefix-name binding. Virtual box and python
3.7 were used in the emulation testbed by utilizing the external library of NDN packet
v.3 in [40].

The interest packets were generated asynchronously, about ten thousand packets
per second, to measure the throughput. The distribution of requested content followed
a Zipf distribution with skewed parameter a due to some studies reporting the request
distribution of various types of digital content. Websites and user-generated videos
followed the Zipf distribution as reported in [27] and [29]. Breslau et al. said that the
request count of webpages obeyed the Zipf distribution with a parameter a between
0.64 and 0.83 in [27]. Moreover, Mahanti et al. showed that it was between 0.74 and
0.84 in [3]. The request count of YouTube videos obeyed the Zipf distribution with a
parameter a about 0.8 in [29]. Therefore, we assumed that o was between 0.7 and 1.5
in our testbed to cover all possible request distribution regarding content popularity
on the internet.

We captured the data log from our emulator testbed about fifty thousand packets
as a data sample for time evaluation. A specific script to measure and write time of
each process was injected into the dual-channel translation source code. We repeated
the data collection process at random about ten times to ensure that the data was
consistent and statistically compliant. Additionally, we took the data sample every

second within five minutes from the data log to evaluate the throughput.



5.1

Static prefix-name binding

The major parameter set-up in the case of static prefix-name binding follows the
parameter values as shown in Table 6.1.

Table 5.1: Setting values of main parameters in static prefix-name
binding scheme.

Paramater Value
Number of content items (M) 1000
Cache-size (C) 10, 100
Skewness of content popularity (o) 0.7-1.5
Interest rate 10000 interests/s

5.1.1 Hit ratio

The emulation testbed values of the CS hit ratio, 3, were measured and compared

against the analysis model in both scenarios, and there were also different CS sizes.
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Figure 5-1: Comparison of hit ratios of CS when CS capacity is equal

to 1% from total number of prefix names in the case of static prefix-
name binding scheme.
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Figure 5-1 shows a comparison of CS hit ratios between the analysis and emulation
testbeds when the CS size was equal to 10 content items. Alternatively, Figure 5-2
illustrates a comparison of CS hit ratios between the analysis and emulation testbeds
when the CS size is equal to 10 content items. The analysis hit ratio, /3, is obtained
from equations (4.5) and (4.6).

The hit ratio of CS, 3, was constantly increased from 5% to 68% when the content
request skewness, « increased from 0.7 to 1.5 for CS size equal to 10 out of 1000 content
items in both scenarios 1 and 2. The gap between the analytical and emulation CS hit
ratios, AB3, was about 5% on average, where the gap monotonously increased when
« increased for scenario 1. In the case of scenario 2, the gap of § also followed the

trend of scenario 1 with a gap about 2% smaller than scenario 1 as shown in Figure
5-1.
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Figure 5-2: Comparison of hit ratios of CS when CS capacity is equal
to 10% from total number of prefix names in the case of static prefix-
name binding scheme.

Whenever the size of CS increased, i.e., CS equaled 100 content items, a significant
rise occurred in the CS hit ratio, 3, from 5% to 29% at a = 0.7 and 68% to 92% at

a = 1.5. Moreover, the gap of 8 decreased impressively to about 0.1% for all axes of
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« in both scenarios 1 and 2 as seen in Figure 5-2. We assume that this phenomenon

occurred because of delayed caching, which was revealed in [31].

5.1.2 Processing time distribution

Processing time is essentially required to calculate the throughput. It is con-
structed from an accumulation of delay components in each case of packet flow in
the translation process. Therefore, the processing time distribution can determine
the range and deviation of each case of translation. We used two values, median and
mean, taken from five hundred thousand packets in our emulation testbed experiment.

Table 5.2 shows the median and mean value of each delay component.

Table 5.2: Statistical results of delay components.

Symbol | Median | Mean || Symbol | Median | Mean
te 1 ps L1 ps || ta, 45 ps 47.4 us
ten 1 us 0.9 pus || ta, 130 us 141.8 us
Lregl 1 us 1.2 ps || tip. 4 us 5.5 us
tregl/ 1 ps 1.1 ps || tip, o s 6.5 us
treg2 1 us 1.2 ps || tprm 95 us 98.5 us
treg2! 1 ps L1 ps || tpro 111 ps 115 ps
li, 44 us 47 us || tson 24 s 24.7 s
t;, 88 us 90.5 ps || tnrs 10000 ps | 10000 us

Figure 5-3 shows the distribution of processing times ts;, and tsy;, in the case of
scenario 1. In general, the distribution of tsy, is wider than ts;,. This is because
the number of delay components in ts;, was more than the number for ts;,. The
accumulation of several delay components resulted in a longer processing time in tsq;,.
The distribution of ¢sy, was shifted to the right from ¢s;, at a scale of 100 us. The
processing time interval of tsy, reached about 1000 times between the min and max
values. Moreover, the distribution skewness of ts;, and tsq, appeared similar, that
is, skewed to the right, since the mean was slightly longer than the median of the
processing time.

Figure 5-4 shows the processing time distribution of ¢ss, and s, in the case of
scenario 2. The distribution of tsy, was centered at about 80 pus with a minimum
processing time of around 10 ps and a maximum of about 1000 ps. With the smaller
range, the interval of tsq, was also similar to tsg, with a starting point from 50 us to
1000 ps. Moreover, its center value was shifted to the right around 170 ps from the

central value of ts,,. In addition, the number of delay components for ts9, was more
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Figure 5-3: Distribution of processing time components in the case of
scenario 1 and static prefix-name binding scheme.

than the number for tsy,. The distribution of tso, was also affected by the producer

response time, which contributed to a longer accumulation of processing time.
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Figure 5-4: Distribution of processing time components in the case of
scenario 2 and static prefix-name binding scheme.

5.1.3 Throughput

The throughput of a gateway can be determined by the number of packets sent by
the gateway to a customer in a second. The emulation throughput was determined by
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capturing each second within five minutes in the emulation testbed. Two statistical
variables, namely the median and mean, were then utilized to compare the emulation
and analysis throughputs. A throughput analysis was calculated by using the analyt-
ical hit ratio and the statistic of processing time taken from emulation testbed. As a
result, a median and mean throughput analysis could be done with this calculation.

Figure 5-5 depicts a throughput comparison between the emulation and analysis
in the case of scenario 1 by using the median and mean with a CS capacity equal
to 1% and 10% of the total number of prefix names, respectively. The increase in «
caused a constant increase in the throughput in different cases of CS sizes. This is
because the consumer requested more popular content, which lead to an increase in
the CS hit ratio, so the parameter § made a dominant contribution to the increase
in throughput. For example, when the CS size was 10 content items, the throughput
increased from about 40 Mbps at o = 0.7 to 80 Mbps at a = 1.5 for the median
approach. However, in the mean approach, the increase in throughput was 5% less
from the median. Another fact shows that an increase in CS size of about 10 times
resulted in an increase in the average throughput along the « axis of about 30% on
average for both the median and the mean. This is also because of the increase in
the hit-ratio property .

In terms of a comparison of emulation and analysis throughput, the difference
between analysis and emulation for the median was generally lower than the mean.
In the case of a CS size equal to 10 items, the gap between emulation and analysis
throughput was about less than 5% for the median compared with 8% for the mean
with a gap that was higher in the middle of the « axis between 0.9 and 1.4. However,
it was smaller at the edge of the a axis. This is because the property of the hit ratio
and processing time changed over the o axis. When « was at the minimum value, the
hit ratio gap was lower, but it widened as « increased. When o was at the minimum
value, the processing time was at the maximum, but it shortened as « increased.
Therefore, the contribution of the longer processing time and higher gap in hit ratio
at the middle of the a axis caused a decrease in accuracy performance. However, in
the case of a CS size equal to 100 items, the gap between analysis and emulation was
generally higher at a lower « of about 5% and 7% in the median and mean approaches,
respectively. This is because the increase in CS size affected the difference in the hit
ratio between emulation and analysis, making it close to zero. Therefore, the cause
of differences between the analysis and emulation was only affected by the property

of processing time, where the processing time decreased when alpha increased.
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Figure 5-5: Throughput comparison between estimation analysis and
emulation testbed when CS size was equal to 1% and 10% from total
number of prefix names in the case of scenario 1 using static prefix-name
binding scheme.

Figure 5-6 illustrates a throughput comparison between emulation and analysis
in the case of scenario 2 by using the median and mean with a CS capacity equal to

1% and 10% of the total number of prefix names, respectively. Similar to scenario
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Figure 5-6: Throughput comparison between estimation analysis and
emulation testbed when CS size was equal to 1% and 10% from total
number of prefix names in the case of scenario 2 using static prefix-name
binding scheme.

1, the increase in « caused a constant increase in the throughput for both cases of
CS sizes equal to 1% and 10%. The throughput increased from about 41 Mbps at
a = 0.7 to 81 Mbps at a = 1.5 for the median approach. However, for the mecan
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approach, the throughput increased from about 38 Mbps at o = 0.7 to 74 Mbps at
a = 1.5. The increase in CS size from 10 to 100 resulted in a significant increase of
about 35% of average throughput along the « axis for both the median and mean.
The difference between analysis and emulation for the median was also lower than
the mean approach. The average deviation was about 3% for the median compared
with 5% for the mean for CS sizes equal to 10 out of 1000 content items and 7% for
the median compared with 10% for the mean for CS size equals to 100 out of 1000
items.

Having a similar behavior, the difference between scenarios 1 and 2 was highlighted
at the cross point between analysis and emulation throughput, especially when the
CS capacity was equal to 10% of the total number of prefix names. In the beginning,
the analysis throughput was located below the emulation graph at an « of less than
1.2, and it exceeded the emulation graph afterward in the case of scenario 1. However,
in the case of scenario 2, the analysis throughput crossed the emulation graph at an
a of higher than 1.4. This is because scenario 1 had a shorter processing time at a
higher alpha than scenario 2. As a result, it improved the overall analysis throughput

estimation.

5.2 Dynamic prefix-name binding

The major parameter set-up in the case of dynamic prefix-name binding followed
the parameter values shown in Table 5.3. In this case, the dual-channel gateway only
caches a limited number of prefix names due to its limited memory capacity. The
NRS that holds all associations of prefix name and IP address will immediately send
a response when a request is sent by the gateway. The number of prefix names cached
in the REG table should be far bigger than the number of unique content items in
CS. This is because the REG table only stores a prefix name and its associated IP

address, which requires less memory compared with the data content.

5.2.1 Hit ratio

The emulation values of 3, v,1, Vp2, Ve1, and 7.2 were measured and compared
against the analysis model seen in Figure 5-7. In the case of scenario 1, the hit ratio
of CS, 3, constantly increased from 5% to 68% when the content request skewness,
«, increased from 0.7 to 1.5. Moreover, the gap of 5 between the analytical model

and emulation increased as « increased by up to 5% as seen in Figure 5-7(a). As for
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Table 5.3: Setting value of main parameters in dynamic prefix-name
binding scheme.

Paramater Value
Number of content items (M) 1000
Cache size (C) 10
Reg size (R) 200
Skewness of content popularity () 0.7-1.5
Interest rate 10000 interests/s
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Figure 5-7: Comparison of hit ratio for CS (), REG producer (y,1),
RREG producer (7,2), REG consumer (7.;), and RREG consumer
(7e.2) when CS and REG size equal 1 % and 20 %, respectively, of total
number of prefix names in the case of dynamic prefix-name binding.

Yp.1 and v, with an REG size of 200 out of 1000 items, the hit ratios, 7,1 and 7,2,

gradually increased from 41% to 85% when the content request skewness, «a, increased
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Figure 5-8: Distribution of processing time components in the case of
scenario 1 and dynamic prefix-name binding scheme.
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Figure 5-9: Distribution of processing time components in the case of
scenario 2 and dynamic prefix-name binding scheme.

from 0.7 to 1.5. Furthermore, the gap hit ratios of v, and 7,2 were quite similar to
each other with an average of 2% oscillation along with the « axis as shown in Figure

5-7(b) and (c).
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In the case of scenario 2, the hit ratio of CS, 3, was also followed a similar trend as
scenario 1 with a rise from 5% to 68% when the content request skewness, «, increased
from 0.7 to 1.5. The gap of 8 between the analysis and emulation was 2% smaller
than in scenario 1 as shown in Figure 5-7(d). The 4.1 and 7.2 behaved differently
due to different ratios of content request. The . ; request ratio came from ¢(7), while
that of 7. came from r(i). As a result, 7., increased from 41% to 85% as shown in
Figure 5-7(e), while 7., increased from 43% to 95% as seen in Figure 5-7(f) when the
content request skewness, «, developed from 0.7 to 1.5 with an REG size equal to
20% of the total number of prefix names. Furthermore, the v.; gap began at around
3% and decreased as « increased. However, the gap between 7.5 was nearly zero for

all values of a.

5.2.2 Processing time distribution

In the case of dynamic prefix-name binding deployment, scenario 1 had five
different processing time distributions, whereas scenario 2 had six. The introductions
of the hit ratio of the REGp, REGc, RREGp, and RREGc were the main cause for
the increase in processing time. Moreover, the NRS resolving round trip time also
dominantly affected some of the distributions, causing them to shift to the far right
in processing time distribution.

Figure 5-8 illustrates the distribution in processing time for various types of packet
flows in scenario 1. There were five distinct instances of packet processing time
from tdy, to tdy.. The tdy, distribution had the shortest processing time with an
interval between 10 and 900 us, whereas the tdy;, distribution had the second shortest
processing time between 80 and 1000 us, followed by the td;. and td;4 distributions,
which overlapped each other with a central value of around 10 milliseconds and an
interval between maximum and minimum of about 1000 us. This overlap was caused
by these distributions accessing the NRS server once. Finally, td;. was the longest
with a central value of about 20 milliseconds since td;. accessed the NRS server twice.

In the case of scenario 2, there were six distinct cases of packet-processing time
distribution, with ¢ds, being the smallest followed by tda., tdapy, tdaq, tdae, and tday
as seen in Figure 5-9. The distribution of td,, was in the approximate range of 10 to
900 ps, whereas the value of tds. was in the range of 80 to 1000 us. Interestingly, the
distributions of tdyy,, tdog, and tds. mainly overlapped with each other, with a median
of roughly 10 ms. As expected, this is because the distribution of tdyy, tday, and tds.

experienced the NRS resolving round trip time once. As the longest, the distribution
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of tdys had a center processing time of roughly 20 milliseconds because it experienced

the NRS resolving round trip time twice.

5.2.3 Throughput

Figure 5-10 shows the throughput comparison between emulation and analysis
with the two different statistic approaches, median and mean, in the case of scenario
1. Alternatively, Figure 5-11 depicts the comparison of the throughput in the case of
scenario 2.

With the capacity, only 20% of the total number of prefix names were stored
in the REG table. The throughput of the dual-channel gateway in dynamic prefix-
name binding was between 2.5% and 25% from the static prefix-name binding along
the a axis when the CS capacity was equal to 1% of the total number of prefix
names. Additional requests to the NRS server caused a significant drop in the overall
throughput of the dual-channel gateway because they led to a longer processing time.

In dynamic prefix-name binding, similar to static prefix-name binding, the median
approach had a higher accuracy than the mean for both scenarios. In the case of
scenario 1, the throughput gap between analysis and emulation was less than 10%,
with the median being slightly better than the mean at less than 15% as seen in
Figure 5-10. Moreover, scenario 2 had a higher accuracy compared with scenario 1.
The analysis model could estimate throughput with a 95% accuracy when using the
median approach but with only an 85% accuracy when using the mean approach, as
shown in Figure 5-11. This is because scenario 2 had a smaller difference in the hit
ratio comparison, particularly for 3, than scenario 1. In addition to that, the hit ratio
gap between analysis and emulation in the REG consumer table, especially 7.2, was
close to zero for any value of . As a result, the estimation accuracy in the case of
scenario 2 slightly improved.

The estimation throughput was close to that for emulation when the value of «
was cither extremely low or high. As for a low «a, the throughput could be accurately
estimated because the gap of the CS hit ratio, 3, between the analysis and simulation,
was near zero; then it increased constantly as a increased. However, for a high a;,
the contribution of shorter processing times, such as td;, and tdsy,, improved the
accuracy of estimation since the values of tdy, and tds, had a lower number of delay
components. A number of delay components in packet processing results in a longer
processing time. Therefore, when the value of a was located in the middle of the

graph, the accuracy of throughput estimation underperformed. This was because
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Figure 5-10: Throughput comparison between analysis and emulation
when CS size was 1% of total number of prefix names in the case of
scenario 1 and dynamic prefix-name binding scheme.

of the contribution of hit-ratio inaccuracy and longer packet processing time, which
had created poor throughput estimation. This explains why a higher deviation was
located in the middle of the a axis.

We investigated the inaccuracy of the hit-ratio phenomenon between analysis and
emulation shown in Figure 5-7. We assume that this phenomenon is closely related to
delayed hit caching reported in [31]. Thus, we analyze the effect of delayed hit caching

in our translation gateway. Furthermore, we propose also a method to suppress the
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Figure 5-11: Throughput comparison between analysis and emulation
when CS size was 1% of total number of prefix names in the case of
scenario 2 and dynamic prefix-name binding scheme.

impact of delayed hit caching as described in chapter 6.
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Chapter 6
Delayed Caching

This chapter describes the effect of delayed hit caching or delayed caching in
an online-caching system, particularly in a translation gateway. To give a better
understanding, Figure 6-1 depicts a typical cache with a delay caching that occurred
in the caching system. Whenever a client requests content but the content absences
in the cache, the proxy or gateway forwards this request packet to the original content
provider to fetch the data content. The retrieval process takes some time, known as

Client
request

Cache

Content
provider

tetamp o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

(a) Cache miss in tferen ~ 2 X tarpival

XX XV VV X X XX

X X
enet O O 0000 OO 0000000@
request

Cache all a af a
cflc c fc
Content
provider o
stamp 0 1 2 3 4 5 6 i@ 8 9 10 11 12 13 14 15

(b) Cache miss in tferen >~ 4 X taprival

Figure 6-1: Cache miss because of delayed caching in different length
of tfeten, relative to toprival
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the producer response time (¢ fecr). And the average arrival time between the client’s
requested packets, known as t4,0q;. 1f & new request for the same data content arrives
at the cache before t .., is completed, this new request suffers from a cache miss in
the cache. Then, if the condition repeatedly occurs in the online-caching server, it
causes a significant hit ratio decline.

The hit ratio is defined as the number of requests satisfied by the cache divided
by the number of all requests that arrived at the cache. The higher the hit ratio is or
the lower the miss ratio is, the more requests are satisfied by the cache. The hit-ratio
degradation that occurs due to delay caching is depicted in Figure 6-1. Figure 6-1(a)
shows the case when e, is two times of t4,pipa, Whereas Figure 6-1(b) shows the
case when tfeten 18 four times of t4ive- In the first case, just eleven requests are
satisfied by the cache, whereas seven requests are satisfied by the cache in the second
case. The longer ., relative to t,. iva can cause more cache miss. As a result, the
hit ratio is declining in the online-caching server.

Figure 6-2 shows the hit-ratio degradation that exist in online-caching server. The
hit-ratio degradation is subjected to the incoming request that obeys Zipf distribution
representing the content popularity and the comparison between ¢feicr, and toprivar. It
shows that the smaller o creates smaller gap compare to higher « in every different
case of tfesen relative to tarpiva. Furthermore, AS, the gap between idealized LRU
and delayed caching LRU, monotonically increased as t s, increased. The average of
A were about 15% and 30% when £ e, & 100 X tarpivar, and tpesen = 1000 X toprival
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respectively. We have found that the more popular content was higher likely to
experience delayed caching. This is because more requests for popular content were
more likely to be requested during the %, interval, so they experienced cache miss

in the cache.

6.1 Delayed caching suppressing method

A specific strategy to suppress the effect of delayed caching is developed. The
technique relies on the burstiness of contents as a key parameter to prioritize the
residency in the cache system. The procedure of the proposed method can be generally
described in Figure 6-3. First, we need to capture L number of requests during
fetching time Zfeen. Next, a burst score is calculated and aggregated from the L
number content’s request. A database consisting of records from all the BSA (Burst
Score Aggregation) of unique contents is built. Finally, the cache implements a cache
replacement algorithm that evicts the content with the lowest BSA whenever the
capacity is full after receiving content from the producer. Therefore, the parameter

burst score and BSA are the essential keys in this suppressing method.

Caching server

Calculate @ Capture N
Burst score | ¢—— | packets CD
aggregation during ts -~

Content § @ - !
providerg BSA | 5 Client request

Cc DatabaseJ a b b C

S ]J

Figure 6-3: Architecture of BSA based cache replacement algorithm
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6.1.1 Burst score

We have shown that the popular content has a higher probable experiencing
delayed caching in the previous section. Under certain conditions, a particular content
occurrence is dominant at a specific sampling time compared to other sampling times.
This situation is defined as a burst period. The burst score of the particular content
can be measured by comparing the occurrences of that content between sampling
time and elapsed time. Hoonlor et al. in [2] introduced the burst score of a particular
content @ for the specific sampling period, which is similar to ffc, in an online-

caching server, which can be defined by

E etch 1
Burst(z, t jeen) = (th -7, (6.1)

where Ej ., is the total number of occurrences of event z € {ci,..,cx} in sampling
time interval of ¢j., and E is the total number of occurrences of x € {ci,..,cn}
in total elapse time T'. The set of {ci,..,cn} express the number of N total unique

contents.
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Figure 6-4: Burst score and Burst score aggregation (BSA) with five
sampling period, t¢een, and three unique contents.
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As for example, lets consider five sampling periods namely ¢ teioni, €retch2s tfetchss
tfetcna, and tyeens respectively, with three different contents ¢, ¢z, and c3 as seen in
Figure 6-4. The average number of content in each sampling time is five contents. This
value can be obtained by dividing ¢ een, With ¢4ypipa. Using formula 6.1, it is obtained
that the content’s burst score is at maximum when the content appears for the first
time during the sampling period. Afterwards, it is about in the range between zero
and the maximum value, or always in positive value. On the other hand, the burst
score becomes negative if the content does not appear at any rate in the sampling
period. Furthermore, the burst score produces identical scores for contents that have
a different number of occurrences within the sampling period and are present for the
first time. As a result, the burst score can not describe the magnitude of occurrence of
a specific content compared to others. It is a metric to identify a particular content’s
occurrence in the sampling period relative to the total of previous occurrences.

We could interpret the burstiness of a certain content when we track the burst
score from the beginning sampling period up to the latest. Therefore, we introduce
burst score aggregation (BSA) to measure the burst level of content by accumulating

from previous burst scores up to elapse time. The BSA of the specific content can be
defined by

M
BSA(z, tyeten) = Y Burst(z, tesen), (6.2)

i=1
where M is the total number of ¢ ., sequence up to elapse time 7. Thus, M is ratio
between T" and £ fesch-

BSA necessities the accumulation of the previous burst score up to elapse time
to interpret the trend of specific content being frequently requested or not. If the
frequency of specific content gradually increases over time and has never been absent
in all sampling period sequences, then the BSA level will reach the maximum value.
Using previous example as shown in Figure 6-4, BSA of ¢; has the highest value at
tfetens because c; consistently presents in all sampling period during the elapse time.
Moreover, the number of occurrences is also gradually increasing. On the contrary,
even though ¢y has the same BSA level at the beginning of sampling time, it remains
stagnant because its frequency is in a declining trend.

On the other hand, c¢3 becomes the second highest at ;.45 even though it has a
negative burst score in the beginning, but it is compensated with the next positive

frequency trends. As a result, the BSA is significantly improved at t secn5. Therefore,
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the high BSA means that the content has a high probable being dominantly requested
in the future, so this parameter can be used to determine which content should be
prioritized in the cache.

To understand the characteristic of BSA against request distribution, Figure 6-5
shows the burst score distribution of content that follows the Zipf distribution. Two
skewness parameters of Zipf distribution for a equal to 1.0 and 1.5 are taken as

a comparison. The total elapsed time is about 10 seconds with a sampling interval,
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Figure 6-5: Burst score distribution against skewness parameter («)
of Zipf distribution for 1000 unique contents (N)
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tfeten, of about 10 ms. From the figure 6-5, we know that popular contents have a more
positive burst score than unpopular content. As the value of « increases, the number
of positive burst scores is concentrated on the most popular content. According to
Zipf distribution characteristics, the most popular content is more likely to appear

more frequently. Thus, it is always found in every sequence of the sampling period.

6.1.2 Cache replacement algorithm

As we have mentioned earlier, the cache replacement algorithm is essential in
optimizing the cache hit ratio in the caching system. We know that a cache miss in
delayed caching is mainly caused by the massive arrival of the same particular con-
tent in the unfinished fetching process. Therefore, modifying the cache replacement
algorithm can effectively prevent the hit-ratio decline. If a caching system prioritizes
content based on its burst score aggregation, i.e., content with the lowest burst score
aggregations will be evicted from the cache system. The most requested content
in every sampling period will always remain in the cache. To implement this idea,
the CDN server or proxy must first construct a database that records the BSA of
each unique content. Second, the cache replacement policy of caching system evicts

content with the lowest content burst score aggregation, as seen in Figure 6-5.

Algorithm 5 Burst score database.

1: ts < Average content provider response time;

2: T + FElapse time;

3: Burst database < Burst(z,tfeten)=0 Vo € {c1,..,cn};

4: while T' mod t e, = 0 do

5:  Count interest Burst(x, tferen) Vo € {c1,..,cn};

6:  Aggregate burst score = Burst(z,tfen)[previous|+Burst(z,ts)[current] Vo €
{c1,..,en} and store in Burst database;

7: end while

Algorithm 5 shows the pseudo-code in calculating the burst scores for all available
contents. Initially, the online-caching server set the value of ., with the average
producer response time. Afterward, the router calculates all burst scores in every
tfeten interval. The calculation result is aggregated by accumulating the previous
burst score with the current value for all content items. Then, it is stored in the
database.

Algorithm 6 describes the pseudo-code of content replacement in the caching

server. When it receives content from a original content provider, it stores it in
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Algorithm 6 Content replacement

1: while Cache receives content do

2 if Cache size is full then

3 Evict content in cache with lowet BSA;
4 Store content in cache;

5. else

6 Store content in cache;

7 end if

8: end while

cache. However, if the capacity of cache is oversized, the online-caching server ex-
ecutes a content replacement algorithm that removes a particular content with the
lowest BSA.

6.2 Evaluation result

We evaluate and clarify our hypothesis using computer simulation consisting of
3 parallel processes programmed by Python 3.8. A process acts as online caching
server, the others act as producer and consumer. A time delay function is equipped
at producer side to provide delay effects to content fetching by caching server. Fur-
thermore, We compare the hit ratio performance between the proposed method and
LRU in the online-caching server. The sampling delay, ¢, was set to different

scenarios. Table 6.1 shows the metric parameters used in the experiment.
Table 6.1: Setting values of main parameters

Paramater Value
Number of unique content items (V) 1000
Cache size 10
Request skewness («v) 0.5-1.5
Interval(ts) 10 ms and 100 ms
Interest rate 10000 interests/s

We collected the data from 100000 requests sent by the requester or client. The
cache hit ratios obtained by the simulator were plotted against the request skewness,
«, for each of the three different cases, namely LRU without delayed caching, LRU
with delayed caching, and the proposed method as seen in Figure 6-6. In general, the
result shows that the proposed method enable to prevent the cache hit ratio decline
averagely 30% from LRU with delayed caching in case of ¢ seser, equal to 10 ms as seen
in Figure 6-6(a), and 40% in case of ¢ e, equal to 100 ms as seen in Figure 6-6(c).

The hit ratio of the proposed method outperformed the LRU without delayed
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Figure 6-6: Comparison of hit ratio between LRU without delayed
caching, proposed method, and LRU

caching, about 1% in case of tfeen equal to 10 ms as shown in Figure 6-6(c)and
3% in case of tsen equal to 100 ms respectively as shown in Figure 6-6(d). This is
because the proposed method utilizes the burst scores that are highly correlated with
content popularity to evict the content in the cache, so the order of arrival request
sequence does not affect the eviction in the cache. In addition, a high « indicates
that a few numbers of popular content dominate requests. The overall cache-hit ratio
increases significantly when cache capacity is merely sufficient to store those popular
contents. On the other hand, the LRU algorithm caches the content in accordance
with the order of arrival request sequences, i.e., if the unpopular content is sent
between popular content, then LRU will cache it for sure since it is the most recent.

As a result, it creates more cache misses.
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Chapter 7

Conclusions and Future work

7.1 Conclusion

This dissertation develops migration technology called the dual-channel IP-to-
NDN translation gateway for cross-platform communication between TCP/IP and
NDN protocol during the transition period that demands a cost-effective solution.
The gateway uses two different channels for recognizing two types of NDN packets in
the IP network. The proposed method can leverage IP protocol semantics, especially
in the network layer, without exposing prefix name data privacy. A packet nam-
ing mechanism was solved by providing two asymmetric REG tables, namely REG
producer and REG consumer tables, that can be connected to global name services.
These tables are utilized by either the IP as a producer or consumer. We also provide
analytical models of the throughput of the proposed gateway, and we showed that
the proposed model could accurately estimate the throughput of the gateway.

The design and principle of the dual-channel IP-to-NDN translation gateway have
been presented in chapter 3. The proposed gateway envisions the separation of inter-
est and data packets by mapping two dedicated IP addresses as the interest channel
and data channel, respectively. Two asymmetric REG tables, REG producer and
REG consumer tables, entitle the name to an IP packet binding mechanism that is

set statically or dynamically manner. Results are promising, and they show that:

e The dual-channel IP-to-NDN translation gateway can leverage TCP/IP into
ICN/NDN protocol semantics.

e The dual-channel IP-to-NDN translation gateway enables conducting cross-
translation between TCP/IP and ICN/NDN protocol.

Another fundamental contribution of this work is the estimation of the throughput

model that is comparable with emulation results in chapter 5. Through the result in



chapter 5, we realize a hit ratio degradation due to delayed hit caching in the gateway.
Therefore, we explained briefly and analyzed the behavior in chapter 6. Moreover, we

also proposed a method to suppress the hit ratio decline in the translation gateway.

7.2 Future work

As future work, the dual-channel IP-to-NDN translation gateway still requires
additional integration to global name services and its detailed fail-over prefix name
binding mechanism. Furthermore, the design of hierarchical name prefix name binding
for upper layer translation, such as IP-to-NDN application layer translation, is a
necessary work that complements the discussion initiated in this dissertation. And
the effectiveness of the suppressing method for hit ratio decline that occurs in the
gateway, as mentioned in chapter 6, must be further investigated, especially regarding

processing time due to complexity:.
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